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We demonstrate cost-effective QKD integration for GPON and NG-PON2. Operation at 5.1×10-7 secure bits/pulse 
and a QBER of 3.28% is accomplished for a 13.5-km reach, 2:16-split PON, with 0.52% co-existence penalty for 19 
classical channels. 
 
 
1. Introduction 
Quantum key distribution (QKD) beneficially exploits the laws of quantum mechanics to securely provide a secret 
key between two communication parties. A variety of QKD protocols has been demonstrated [1], however, recent 
QKD developments are still being subject to high deployment cost. Furthermore, the practical network integration 
without resorting to dedicated dark fibers is of high interest. Raman scattering, which is characterized by its wide 
spectral tails, has been identified as the most critical impairment when co-existence with classical channels is to be 
accomplished [2]. For the particular case of passive optical access networks (PON), a segment where cost efficiency 
is paramount for practical deployment, the high splitting loss of the optical distribution network (ODN) cannot be 
simply bypassed through insertion of waveband filters. Furthermore, the wavelength plan of PON standards leads to 
Raman crosstalk from the O- to the L- band, thus rendering the QKD channel allocation as challenging. 
In this work, we focus on a techno-economic efficiently differential phase shift (DPS) QKD integration scheme 
for PONs. Through a technologically lean end-user QKD sub-system based on a single laser and consolidation of 
more specific quantum-optics, such as single-photon detectors, at a centralized location amenable to cost-sharing, a 
favorable asymmetry in complexity is obtained between head- and tail-end of the link. We will show that DPS-QKD 
operation in a lit (i.e. dark-fiber free) network can be accomplished in presence of classical signals of the GPON and 
NG-PON2 access standards. Secure-key generation at a rate of 5.1×10-7 bits/pulse and a QBER of 3.28% is obtained 
over a 13.5-km reach, 2:16-split PON in co-existence with carrier-grade classical channels in the O/S/C/L-bands.  
2.  Integration of Differential Phase Shift QKD in Lit Passive Optical Networks 
A typical PON setting with integrated QKD channel is illustrated in Fig. 1. Classical channels at the central office 
(CO) and the optical network units (ONU) induce Raman scattering at the fibers, which determines the integration 
of the sensitive quantum channel. The classical upstream CUS features fewer lanes than the downstream CDS, which 
is upgraded by a WDM overlay for wireless fronthauling. Raman scattering can be reduced by either a directional 
split between quantum and classical signals, or by means of narrowband optical filtering. The implementation of the 
quantum channel QUS is more advantageous in upstream direction: Downstream-induced Raman noise δF at the 
dominant feeder length is avoided by a dual-feeder ODN containing a high-directivity 2:N splitter. The weaker noise 
δD, which arises at the shorter drop fibers, will be attenuated by to splitting loss. Moreover, since the classical 
upstream CUS follows time division multiple access (TDMA), the overall noise of all N drop fibers will correspond 
to a single continuous-mode signal. It passes the PON over the entire reach of feeder (υF) and drop (υD) fibers. 
Finally, the constant dark count rate Δ of the single-photon avalanche detector (SPAD) at the CO needs to be taken 
into consideration. It shall be further stressed that the high splitting ratios 1:M×N of the PON do not necessarily have 
to be implemented at the tree. Often, a first split 1:M is realized at the consolidation point at the CO, which allows to 
bypass part of the splitting loss when multiplexing the QKD channel. 
 
 
 Fig. 1. PON integration of DPS-QKD. 
 
3.  Experimental Setup and Network Load 
The experimental setup to evaluate DPS-QKD integration in the PON is presented in Fig. 2a. The DPS transmitter at 
the ONU is based on a directly chirp-modulated laser (DML), which performs binary optical phase modulation in 
conjunction with a Mach-Zehnder modulator (MZM) assisted pulse carver to further suppresses the symbol edges. 
In principle, both tasks could be performed by a single, integrated externally modulated laser (EML) device, as it has 
been recently demonstrated [3]. The DPS signal is then launched at a mean photon number of µ = 0.1. 
The DPS receiver at the CO is composed of an optical phase demodulator and a free-running SPAD with an 
efficiency of 10%. An asymmetric delay interferometer (DI) for a DPS symbol rate of 1 Gbaud was used for 
demodulation. Its extinction is optimized using a polarization controller (PC). Detection events are registered by a 
time-tagging module (TTM), which performs a real-time estimation of the raw-key rate and the QBER. 
The ODN of the PON as the transmission channel consists of a feeder with lengths of 15.2 and 13.2 km in down- 
and upstream, respectively. After the 2:N tree splitter, a 256-m drop fiber connects to the ONU. The average losses 
of these standard single-mode fibers (SMF) were 0.21 dB/km (at 1550 nm) and 0.39 dB/km (at 1310 nm).  
The network was loaded according to the GPON and NG-PON2 standards (Fig. 2b). For GPON the quantum 
channel is placed at the C-band (λQKD = 1550.12 nm), above the downstream CDS at 1489 nm and the upstream CUS 
at 1310 nm. Optical waveband add/drop (A/D) filters clean the classical emission from far-reaching ASE tails. The 
GPON power levels were 2.2 and 0.3 dBm. These levels are realistic considering a first split stage at the CO site and 
the typical loss budget of deployed PONs of ~22 dB [4] below the class B+ budget. In the NG-PON2 case, the O-
band is used for QKD integration (λQKD = 1310.55 nm). Figure 2b shows the classical network load: four L-band 
downstream channels CDS, 11 upper C-band fronthaul channels CFH, and four lower C-band upstream channels CUS. 
The QDK channel is demultiplexed at the CO from the classical upstream through two red/blue (R/B) waveband 
filters. A narrowband filter is cascaded with these broadband filters in order to define a narrow reception bandwidth 
and thus prevents excessive Raman noise. Three filter types have been chosen for this task: a 800-GHz LAN-WDM 
filter in the O-band (NG-PON2), a 100-GHz DWDM A/D filter in the C-band (GPON), and a spectrally narrow 
fiber Bragg grating (FBG) with a bandwidth of 14.6 GHz. The transfer curves of these filters are reported in Fig. 2c. 
 
2:N
Dual
Feeder Access 
Split
WDM
λQKD
CDS
ODN
QUS
CO
ONU
Alice
Bob
CUS
WDM
Single
Drop
δF
δD,n
υD,n
υF
λQKD
Consoli-
dation 
Split
1:M
Δ
   
 
 
 
  
 
Fig. 2. (a) Experimental setup for GPON (G) and NG-PON2 (N) integrated QKD. (b) Optical spectrum for launched NG-PON2 channels.  
(c) Narrowband filters used at the DPS receiver. (d) Raman noise induced at a 2:16 split PON by GPON (solid) and NG-PON2 (dashed lines). 
 
4.  Noise Contribution due to Stimulated Raman Scattering and DPS QKD Performance 
Figure 2d shows the Raman noise spectra that was acquired through a single-photon optical spectrum for a 2:16 split 
PON. Measurements are shown for GPON-induced noise (solid lines) in down- (■) and upstream () direction, and 
for NG-PON2-induced noise (dashed lines) for down- (●) and upstream (▲) direction. In both standards, the Raman 
noise in downstream direction dominates, confirming the original assumption of implementing the QKD channel in 
upstream direction. Looking at this particular case, GPON-induced noise for CUS vanishes below the dark counts at 
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The QKD performance for lit PONs are shown in Figs. 4a (GPON) and 4b (NG
average QBER of 3.69% and R = 2.12 kb/s for unloaded GPON (
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Fig. 4. (a) QKD performance in lit GPON
 
5.  Conclusions 
We have experimentally studied the practical integration of QKD in both, GPON and NG
with classical channel in the O-, S-, C
1.82% and a raw-key rate of 10.1 
yielded for a 13.5-km reach, 2:16-split PON. Raman noise can be effectively suppressed by means of narrowband 
filtering. For NG-PON2 with 19 classical channels, the QBER penalty can be kept as low as 0.52%.
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